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Abstract 
The recent growth of networked multimedia systems has 
caused problems relative to the protection of intellectual 
property rights. This is particularly true for image and 
video data. The types of protection systems involve the use 
of both encryption and authentication techniques. Digital 
watermarking, allows copyright owners to incorporate into 
their work identifying information invisible to the human 
eye. When combined with new tracking services, copyright 
owners can, in theory, find all illegal copies of their photos 
and music on the Internet and take appropriate legal action. 
This paper describes an enhanced approach in Digital 
watermarking in order to achieve the mentioned goal. 
Keywords: Digital watermarking, image, DWT-DCT-
VITERBI Method. 
 
Introduction to Watermark 

 
A watermark is a recognizable image or pattern in 
paper that appears as various shades of 
lightness/darkness when viewed by transmitted light 
(or when viewed by reflected light, a dark 
background), caused by thickness or density 
variations in the paper. There are two main ways of 
producing watermarks in paper; the dandy roll 
process and complex cylinder mold process. 
Watermarks are often used as security features of 
bank notes, passports, postage stamps and other 
documents to prevent counterfeiting. Watermark is 
very useful in the examination paper because it can 
be used for dating, identifying sizes, mill trademarks 
and locations, and the quality of a paper.  
 
 
 
 

Types of Digital Watermarking 
Techniques 

 
In digital watermarking an imperceptible signal 
“mark” is embedded into the host image, which 
uniquely identifies the ownership. After embedding 
the watermark, there should be no perceptual 
degradation. These watermarks should not be 
removable by unauthorized person and should be 
robust against intentional and unintentional attacks. 
Digital watermarking is the process of embedding 
information into a digital signal in a way that is 
difficult to remove.  
In digital watermarking, the signal may be audio, 
pictures, or video. If the signal is copied, then the 
information also is carried in the copy. A signal may 
carry several different watermarks at the same time. 
Watermarking process consists of 3 parts: 
 

• Watermark 
• Embedding Algorithm 
• Extraction/Detection Algorithm 
 

Digital Watermarking techniques can be classified in 
a number of ways depending on different parameter 
like cover medium, embedding domain, perception 
and application domain. 
 

• By requirement of original for Extraction: 
Blind, Non-Blind, Public and Private. 
•  By embedding or according to 
Watermarking: Spatial domain and Transform   
 domain. 
• According to Application: Source based and 
Destination based. 
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Figure A: Various types of watermarking 

 

1) Visible Watermarking: In it, visible watermarks 
are an extension of the concept of  logos. Such 
watermarks are applicable to images only. These 
logos are inlaid into the image but they are 
transparent. Such watermarks cannot be removed by 
cropping the center part of the image. The drawbacks 
of visible watermarking are degrading the quality of 
image and detection by visual means only. Such 
watermarking has applications in maps, graphics and 
software user interface. 
2) Invisible Watermarking: In it, invisible watermark 
is hidden in the content. It can be detected by an 
authorized agency only. Such watermarks are used 
for content and or author authentication and for 
detecting unauthorized copier. Invisible watermarks 
do not change the signal to a perceptually great extent 

i.e. there are only minor variations in the output 
signal. An example of an invisible watermark is when 
some bits are added to an image modifying only its 
least significant bits. Invisible watermarks that is 
unknown to the end user. While the addition of the 
hidden message to the signal does not restrict that 
signal's use, it provides a mechanism to track the 
signal to the original owner. 
3) Fragile Watermarking: In it, watermark embedded 
is known as fragile watermark or tamper-proof 
watermark. The fragile watermark is embedded in 
such a way that any manipulation or modification of 
the image would alter or destroy the watermark that 
is such watermarks are destroyed by data 
manipulation. 
4) Asymmetric & Symmetric Watermarking: 
Asymmetric watermarking (also called asymmetric 
key watermarking) is a technique where different 
keys are used for embedding and detecting the 
watermark. In symmetric watermarking (or 
symmetric key watermarking) the same keys are used 
for embedding and detecting watermarks. 
5)Steganographic & Non-Steganographic 
watermarking: Steganographic watermarking is the 
technique where content users are unaware of the 
presence of a watermark. In non-steganographic 
watermarking, the users are aware of the presence of 
a watermark. Steganographic watermarking is used in 
fingerprinting applications while non-steganographic 
watermarking techniques can be used to deter piracy. 
6) Text document watermarking: Text document is a 
discrete information source. In discrete sources, 
contents cannot be modified. Thus, generic 
watermarking schemes are not applicable. The 
approaches for text watermarking are hiding 
watermark information in semantics and hiding 
watermark in text format.  
 
a) In Semantic-based watermarking, the text is 
designed around the message to be hidden. Thus, 
misleading information covers watermark 
information. Such techniques are known as scientific 
approach. 
 
b) In Text format watermarking, by text format mean 
layout and appearance. Commonly used techniques to 
hide watermark information are line shift coding, 
word shift coding and feature coding. 
•  In line shift coding, single lines of the document 
are shifted upward or downward in very small 
amounts. The watermark information is encoded in 
the way lines are shifted upward or downward. 
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Watermark recovery is simple because a line space in 
normal text is uniform. 
•  In word shift coding, words are shifted 
horizontally in order to modify the spacing between 
consecutive words. While detecting the watermark, 
the original word spacing data is required because 
normally word spacing is variable. 

•  In feature coding, feature of some characters are 
modified. In a typical case, the lengths of end lines to 
characters like b, d, h are modified. While detecting 
the watermark, the original lengths are known. 
7)Spatial Domain Watermarking: Watermarking 
schemes that directly perform some transformation 
on the image pixels are called spatial domain 
watermarks. In a spatial domain watermarking 
scheme, the watermark is embedded by direct 
modifying the pixel value of an image. No transforms 
are applied to the host signal during watermark 
embedding. These spatial domain watermarking 
schemes are simple and less robust to common signal 
processing operations, since the watermark doesn’t 
spread all over the image and some common signal 
processing easily erase the embedded watermark 
without affecting the quality of the watermarked 
image. 
8)Frequency Domain Watermarking: It is also known 
as Transform Domain watermarking. On the other 
hand, frequency domain watermarking schemes 
involve embedding the watermark by modifying the 
transform co-efficient, after the image has been 
transformed to the transform domain or 
watermarking schemes that transform the image in 
the frequency domain and then modify the transform 
coefficients are called Transform domain. 
9)Invisible-Robust Watermarking: In it, watermark is 
embedded in such a way that alternations made to the 
pixel value are perceptually not noticed and it can be 
recovered only with appropriate decoding 
mechanism. The robust watermark is specially 
designed to detect a wide range of “attacks”, which 
basically are trying to remove the watermark, but 
without destroying the image/video. 
10)Invisible-Fragile Watermarking: In it, watermark 
is embedded in such a way that any manipulation or 
modification of the image would alter or destroy the 
watermark. The fragile watermark is used for 
detecting even the smallest alteration of an image. 
11)Source-based Watermarking: Source-based 
watermark are desirable for ownership identification 
or authentication where a unique watermark 
identifying the owner is introduced to all the copies 
of a particular image being distributed. A source-
based watermark could be used for authentication and 

to determine whether a received image or other 
electronic data has been tampered.  
12)Destination-based Watermarking: The watermark 
could also be destination-based where each 
distributed copy gets a unique watermark identifying 
the particular buyer. The destination-based 
watermark could be used to trace the buyer in the 
case of illegal reselling. 

 

Watermarking is Different from 
Steganography, Cryptography and 
Digital Signature  

 
1) Steganography vs. Watermarking 

 
Watermarking is not a new technique. It is 
descendent of a technique known as steganography, 
which has been in existence for at least a few 
hundred years. Steganography is a technique for 
concealed communication. Here the existence of the 
message that is communicated is a secret and its 
presence is known only by parties involved in the 
communication. In Steganography a secret message 
is hidden within another unrelated message and then 
communicated to the other party. As opposed to this 
in Watermarking again one message is hidden in 
another, but two messages are related to each other in 
some way. 

 
2) 1.9.2 Cryptography vs. Watermarking 

 
Watermarking is a totally different technique from 
cryptography. Cryptography only provides security 
by encryption and decryption. However, encryption 
cannot help how a legitimate customer handles the 
content after decryption. So there is no protection 
after decryption. But in watermarking, watermarks 
can protect content even after they are decoded. 
 
3) 1.9.3 Digital Signature vs. 

Watermarking 
 

Digital signatures, like written signatures, are used to 
provide authentication of the associated input, usually 
called a "message”. Digital signature is an electronic 
signature that can be used to authenticate the identity 
of the sender of a message or the signer of a 
document, and possibly to ensure that the original 
content of the message or document that has been 
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sent is unchanged. Digital signatures are easily 
transportable, cannot be imitated by someone else, 
and can be automatically time-stamped. The ability to 
ensure that the original signed message arrived means 
that the sender cannot easily repudiate it later. A 
digital signature can be used with any kind of 
message, whether it is encrypted or not, simply so 
that the receiver can be sure of the sender's identity 
and that the message arrived intact. But in 
watermarking, message is used to provide 
authentication/ ownership and security of the 
associated input and the message embedded is called 
watermark. 
 

Objective of the Research 

Security is always the major issues while transferring 
data over the network. There are a number of ways 
through which data is transfer over the network like 
cryptography, steganography and digital signature 
etc. But digital watermarking provides security as 
well as authentication.  

 
Invisible watermarking provides a secure data 
transmission over the network. Security and capacity 
of watermark data are very important issues to be 
considered. A lot of research is going on to increase 
security and capacity of watermark data. In this 
study, the concepts of multiple watermarks are used. 
Means multiple watermarks embed in the images to 
increase security of watermark data. It is a blind 
watermarking method that is original image is not 
required at the time of watermark recovery. 
 
Digital watermarking hides secret or personal 
information in host digital data to demonstrate and 
protect the copyrights of digital products, to 
authenticate the contents of digital data, or to 
convey side information such as access control or 
annotations. To design watermarking algorithm that 
can embed more number of watermarks and increase 
security of watermarks. Watermark is a pattern of 
bits inserted into a digital image, audio, video or text 
file that identifies the file's copyright information 
(author, rights, etc.) 

 
Digital watermarking method can be divided into two 
groups: spatial domain and frequency domain 
methods according to the processing domain of the 
host image. The spatial domain algorithms are simple 
and the watermark can be damaged easily, but the 
frequency domain algorithms can resist intensity 
attack and watermark information cannot be damaged 

easily. 
In invisible digital watermarking, information is 
added as digital data to audio, picture, or video, but it 
cannot be perceived as such The watermark may be 
intended for widespread use and thus, is made easy to 
retrieve or it may be a form of steganography, where 
a party communicates a secret message embedded in 
the digital signal. In visible watermarking, the 
objective is to attach watermark or other descriptive 
information to the signal in a way that is difficult to 
remove. 

 

Implementation 

1. The Algorithms 
  
The algorithm which is used for embedding and 
retrieving the images are defined below. 

  
Algorithm for watermark embedding and 
retrieval  

 

A) Embedding of Watermark  

 

Step 1: Take the message and reformulate the 
message into sequence of 1 and 0. 
Step 2:  Convolutionaly encode the message and this 
encoded message is further used for processing 
Step 3: Take the key and generate a PN sequence by 
that key. This PN sequence is kept same during all 
embedding process.  
Step 4: Generate two highly uncorrelated PN 
sequence pn_sequence_1 and pn_sequence_0. 
Step 5: Perform DWT on the host image to 
decompose it into four non-overlapping multi 
resolution coefficient sets: cA1, cH1, cV1 and cD1. 
Step 6: Choose block size and a mid band 
coefficients matrix for DCT. In our paper block size 
of 8 is chosen and a mid band matrix of 8*8 is chosen 
from literature review. 
Step 7: Now perform DCT on cH1 and embed both 
PN sequence with a gain factor ‘k’ depending on the 
bit value of message. The algorithm for embedding 
PN sequence is shown as 
X = x + k * PN0 if b = 0 
X = x + k * PN1 if b = 1 
Where, 
              x = is the cover image 
              b = is the watermarked bit  
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             X = is the embedded image 
Step 8:  Now perform IDCT on cH1. 

Step 9: Repeat step6 and 7 for cV1. 

Step 10: Perform IDWT on updated values of cA1, 

cH1, cV1, cD1 and name this image as watermarked 

image. 

Step 11: PSNR and Normalized cross correlation is 

found out to determine robustness and image 

quality of watermarked image. 

Step 12:  Now follow steps from 1 to 10 for 

embedding next watermark using separate key for 

PN sequence. The size of watermark is determined 

by hit and trial method and that comes less than the 

previous watermark size. 

Step 13: Number of watermarks embedded depends 

upon retrieval process because watermark should be 

retrieved properly that is without any distortion.  

B) Retrieval of Watermark  

The joint DWT-DCT algorithm is a blind 
watermarking algorithm, and thus the original host 
image is not required to extract the watermark. 

Step 1: Steps from 1 to 5 of embedding process are 
same using same key for PN sequence generation. 
Step 2: Now perform DCT on cH1 and generate a 
sequence at condition where mid band matrix 
element is 1. Correlate that sequence to 
pn_sequenc_0 and to pn_sequence_1.  
Step 3:  Repeat the step 2 with cV1. 
Step 4: Take the mean of correlation value for 
pn_sequence_1 of cH1 and cV1 and correlation value 
for pn_sequence_0 of cH1 and cV1. 
Step 5: If correlation value for 0 is greater than the 
correlation value of 1, put the message vector 
element equal to 0 otherwise 1. 

correlation_0>correlation_1 
        Message vector = 0 
               Otherwise 
        Message vector = 1 

Step6: Apply viterbi decoder on message vector to 
deocde message vector into original.  
Step7: Reshape the message vector and that will be 
similar to message embedded. 
Step8: Same steps are repeated for next watermark 
message retrieval.  
 

2.  Flow Chart 

2.1 Embedding Process 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 

Figure B: Embedding Process of DWT- 
DCT Watermarking 
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2.2 Retrieval Process 

 
 

Figure C: Retrieval Process of DWT-DCT 
Watermarking  

 

The complete process for embedding and 
retrieving the images are described in 
algorithm 
 
Result Analysis 
 
Watermark Embedding  

In embedding process three messages have 
been embedded in the cover image. It has been 
observed that the message size goes on 
decreasing with increase in the number of 
messages embedded in the cover image. 
Below given table shows our three messages 
embedded in the cover image along with their 
size. 
 

Table 1: Three messages to be 
embedded 

1st 

Message 
 

20*50 

2nd 

Message 

 9*12 

3rd 

Message 
 

27*22 

 
Analysis 
 
The clarity of retrieved message depends upon 
the value of gain factor. This value differs 
from image to image. For example as clear 
from table 4.1, for the same value of ‘k’, 
messages for high key image and medium key 
image are not retrieved properly. Below given 
tables are showing different PSNR values, 
Image fidelity and Normalized Cross 
Correlation values for different values of ‘k’.  
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Table 2: Retrieved Messages for different 
values of k for 1st message in Low Key 
Image 
S. 
No
.. 

k PSNR NCC Retrieved 
Message 

1 8 50.47
60 

1.00
00 

 
2 1

0 
45.64
35 

1.00
00 

 
3 1

2 
41.83
45 

1.00
00 

 

4 1
4 

38.76
63 

1.00
00 

 

5 1
6 

36.32
15 

1.00
00 

 
6 1

8 
34.28
32 

1.00
00 

 

7 2
0 

32.50
87 

1.00
01 

 

8 2
2 

30.92
99 

1.00
02 

 

9 2
4 

29.50
72 

1.00
02 

 

10 2
6 

28.21
22 

1.00
04 

 

11 2
8 

27.03
12 

1.00
05 

 
 

Table 3: Retrieved Messages for different 
values of k for 1st message in High Key 
Image 

 
 
S. 
N
o. 

k PSNR NCC Retrieved 
Message 

1 8 51.09
83 

0.999
8 

 
2 1

0 
46.20
72 

0.999
6 

 

3 1
2 

42.31
41 

0.999
4 

 

4 1
4 

39.12
42 

0.999
0 

 

5 1
6 

36.53
38 

0.998
6 

 

6 1
8 

34.34
83 

0.998
2 

 
7 2

0 
32.44
74 

0.997
6 

 

8 2
2 

30.77
59 

0.996
9 

 

9 2
4 

29.29
19 

0.996
1 

 

10 2
6 

27.15
99 

0.995
2 

 

11 2
8 

26.76
08 

0.994
2 
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Table 4: Retrieved Messages for different 
values of k for 1st message in Medium Key 
Image 
S. 
No
. 

k PSNR NCC Retrieved 
Message 

1 8 53.552
5 

1.000
0 

 
2 1

0 
48.621
5 

1.000
0 

 
3 1

2 
44.703
8 

1.000
0 

 
4 1

4 
41.485
9 

1.000
0 

 
5 1

6 
38.874
7 

1.000
0 

 
6 1

8 
36.701
9 

0.999
9 

 
7 2

0 
34.843
3 

0.999
9 

 
8 2

2 
33.244
7 

0.999
7 

 
9 2

4 
31.860
1 

0.999
4 

 
10 2

6 
30.634
1 

0.999
0 

 
11 2

8 
29.541
6 

0.998
4 

 

 

Above given tables show that as the number 
of messages to be embedded is increased, the 

PSNR also increases but normalized cross 
correlation has to be compromised a bit. 
Perfect retrieval of message is from high key 
image for high PSNR values. High PSNR 
value means high robustness of watermarked 
image.   
Similarly we have calculated similar tables for 
the remaining two messages under the Low, 
Medium, high Key images. 
 
Below showing graphs are showing the plot of 
PSNR and gain values for all three messages 
embedded in low key image. The PSNR value 
is highest for second message in low key 
image followed by third message. Although as 
retrieved messages table speaks, third message 
is not retrieved properly at higher PSNR 
values. Same graph is shown for high key 
image and medium key image also. 
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Graph 1: PSNR values for different gain factors in 
low key image for three embedded messages 
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Graph 2: PSNR values for different gain factors in 
high key image for three embedded messages 
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From above tables and graphs it is analyzed that the 
perfect retrieval of embedded message with 
corresponding high PSNR is for high key image.  

 
Conclusion 

 
In this work, a still image watermarking scheme with 
high robustness in the frequency domain is applied. 
The proposed scheme tests only image rather than 
audio or video. This algorithm can be used for data 
hiding in many applications such as authentication 
and copyright protection. In this Paper, a general 
coding-type framework which provides useful and 
constructive tools in the analysis and design of 
watermarking system is used. That particularly 
demonstrates the effectiveness of watermarking 
approach in achieving design objectives such as 
robustness, capacity, security, and implementation 
efficiency.  

Scope of Future Work 

The watermarking technique that is given in this 
dissertation can be further extended by implementing 
Cat Swarm optimization method after the DWT. In 
future, work may be extended on different media like 
video, audio etc by using this approach. Right now 
the proposed approach is working only with the 
images.  
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